Case Study 1: Westbridge Care Services Data Breach
Organisational Background
Westbridge Care Services provides residential and community-based care to elderly and vulnerable adults. The organisation employs approximately 300 care workers who use tablets and smartphones while visiting service users.
The devices allow staff to access:
· Care plans
· Medication records
· Medical conditions
· Emergency contact details
· Home addresses
· Staff email
· Daily visit schedules
Some devices were owned by Westbridge, while others were personal devices belonging to employees.
The Missing Controls
Westbridge had grown quickly and had not introduced a central mobile device management system. The organisation relied on employees to manage their own devices responsibly.
No remote wipe
The IT team could not remotely delete organisational information from lost, stolen or unreturned devices.
Employees were simply instructed to report missing devices by email.
Functionalities were not disabled
Staff devices allowed:
· Screenshots of care records
· Copying and pasting information into personal apps
· Bluetooth file sharing
· USB file transfers
· Saving photographs to personal galleries
· Connecting to any available Wi-Fi network
There were no restrictions preventing staff from moving confidential data outside approved applications.
Mobile devices were not restricted
Employees could access care records using unregistered personal devices.
There were no compulsory requirements for:
· Device encryption
· Strong passwords
· Automatic screen locking
· Multi-factor authentication
· Security updates
· Antivirus or mobile security software
Some employees remained signed in to the care system for several weeks.
The app store was uncontrolled
Staff could install any application from the normal app store.
Several devices contained:
· Games
· Free file-sharing apps
· Unapproved messaging apps
· Personal email applications
· Personal cloud storage
· Applications downloaded from unknown sources
The organisation did not check whether these applications were safe.
Calling and data use were unrestricted
Organisation-owned phones could be used for:
· Premium-rate calls
· International calls
· Personal video streaming
· Large downloads
· Personal mobile hotspots
Mobile data usage was not monitored.
Backup and synchronisation were uncontrolled
Care documents and photographs could automatically synchronise with employees’ personal cloud accounts.
Some staff used personal Google Drive, OneDrive and iCloud accounts to transfer information between devices because they found the organisation’s systems difficult to use.
The Incident
A care worker left their tablet on a train. The tablet did not have a strong password and remained signed in to the Westbridge care-record system.
Because Westbridge had no mobile device management system, the IT team could not:
· Remotely lock the tablet
· Locate the tablet
· Remove the employee’s account
· Delete downloaded care records
· Confirm whether the information had been accessed
The person who found the tablet opened several care records. Screenshots containing names, addresses, medication details and health conditions were copied and later shared in a private messaging group.
The tablet had also synchronised photographs and documents with the employee’s personal cloud account. The employee reused the same password on another website, which had previously suffered a security breach. An attacker used the stolen password to access the cloud account and download additional care records.
Serious Consequences
The incident affected more than 1,200 current and former service users.
Westbridge experienced the following consequences:
· Confidential medical and personal information was exposed.
· Vulnerable adults were placed at risk of fraud and targeted scams.
· Several families made formal complaints.
· The organisation had to notify affected individuals and regulators.
· External cybersecurity specialists were employed to investigate the breach.
· Staff had to stop using mobile access while systems were reviewed.
· Care workers returned temporarily to paper-based records.
· Some visits were delayed because staff could not access schedules.
· The organisation faced legal costs, compensation claims and regulatory investigation.
· A local authority suspended new referrals to Westbridge.
· Two senior managers resigned following an internal investigation.
· The organisation suffered significant reputational damage.
How the Incident Could Have Been Prevented
A suitable mobile device management system could have:
· Remotely wiped the lost tablet
· Automatically locked inactive devices
· Required encryption and strong authentication
· Blocked unregistered personal devices
· Disabled screenshots, copying and Bluetooth transfers
· Prevented the use of personal cloud accounts
· Restricted applications to an approved app store
· Removed organisational access immediately after the loss was reported
Learner Discussion Questions
1. Identify three remote management controls that Westbridge failed to implement.
2. Explain how remote wipe could have reduced the impact of the incident.
3. Why was allowing personal cloud synchronisation particularly dangerous?
4. Explain how an uncontrolled app store increased the organisation’s security risk.
5. Describe two operational consequences of the data breach.
6. Explain why the consequences were particularly serious for vulnerable service users.
7. Recommend three controls Westbridge should implement before allowing staff to use mobile devices again.

